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SUPERVISER 

Nagios demande l’état des 
équipements 
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Les équipements envoient 
leurs états au serveur Nagios 
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sur le réseau 
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check_snmp -H <adresse de l'hote à superviser> –o <adresse de 
l'information a récupérer dans la MIB>  -C <communauté SNMP> 
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check_ping -H <adresse de l'hote> -w <temps maxi de 
reponse>,<Pourcentage de réussite des pings> -c <temps maxi de 
reponse>,<Pourcentage de réussite des pings> 
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"�0�'������-������K�� � /etc/rc.d/init.d/nagios start�
"����?����-������K�� � /etc/rc.d/init.d/nagios stop 
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�������-�����K� � /etc/rc.d/init.d/nagios reload 
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define host{ 
    host_name                
Client_XP 
    alias                Client XP 
    address                10.0.0.13 
    hostgroups            Windows 
    check_command            
nsclient!UPTIME 
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�
define service{ 
    hostgroup_name            
Windows 
    service_description        CPU 
    check_command            
nsclient!CPULOAD!-l 5,80,90 
    max_check_attempts            10 
    normal_check_interval        1 
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    max_check_attempts            10 
    check_period            24x7 
    contact_groups            email 
    notification_interval        1 
    notification_period        24x7 
    notification_options        
d,r,f 
    notifications_enabled        0 
}�

    retry_check_interval        2 
    check_period            24x7 
    notification_interval        1 
    notification_period        24x7 
    notification_options        w,c 
    notifications_enabled        0 
    contact_groups            email 
}�
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define hostgroup{ 
    hostgroup_name            
Windows 
    alias                Windows 
    members                
Client_XP, PC_hote_Nagios, 
Serveur_Win2003 
}�
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define command{ 
    command_name            nsclient 
    command_line            
$USER1$/check_nt -H $HOSTADDRESS$ -p 
12489 -s toto -v $ARG1$ $ARG2$ 
}�
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define contact{ 
    contact_name            email 
    alias                email 
    contactgroups            email 
    host_notification_period        
24x7 
    service_notification_period       
24x7 
    host_notification_options        
d,u 
    service_notification_options    
w,u,c 
    host_notification_commands        
Email 
    service_notification_commands    
Email 
    email                
hubert.lecorche@etu.univ-savoie.fr 
}�
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apt-get install swaks 
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swaks -t $CONTACTEMAIL$ -f hubert.lecorche@etu.univ-
savoie.fr -s mail.annecy.univ-savoie.fr --header 
"Subject: Alerte Nagios" -body "***** Oreon 
Notification *****\n\nNotification Type: 
$NOTIFICATIONTYPE$\n\nService: $SERVICEDESC$\nHost: 
$HOSTALIAS$\nAddress: $HOSTADDRESS$\nState: 
$SERVICESTATE$\n\nDate/Time: $DATE$ Additional Info : 
$SERVICEOUTPUT$" 
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***** Oreon Notification ***** 
Notification Type: PROBLEM 
Service: Disque C 
Host: PC hote Nagios 
Address: 10.0.0.99 
State: CRITICAL 
Date/Time: 13-03-2008 Additional Info : c:\ - total: 
54,84 Gb - utilisee: 51,75 Gb (94%) - libre 3,09 Gb 
(6%) 
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swaks -t $CONTACTEMAIL$ -f hubert.lecorche@etu.univ-
savoie.fr -s mail.annecy.univ-savoie.fr --header 
"Subject: Alerte Nagios" -body "***** Oreon 
Notification *****\n\nType:$NOTIFICATIONTYPE$\nHost: 
$HOSTNAME$\nState: $HOSTSTATE$\nAddress: 
$HOSTADDRESS$\nInfo: $HOSTOUTPUT$\nDate/Time: $DATE$" 
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***** Oreon Notification ***** 
Type:PROBLEM 
Host: Serveur_Win2003 
State: DOWN 
Address: 10.0.0.14 
Info: Aucun chemin d'acces pour atteindre l'hÃ´te 
cible 
Date/Time: 13-03-2008 
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To: 33612345678 
 
 
Hello World 
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version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
hostname R4 
boot-start-marker 
boot-end-marker 
enable secret 5 $1$FMo9$6.lawEWsZjhnqChR.4FPc1 
enable password bonjour 
no aaa new-model 
ip cef 
! 
interface FastEthernet0/0 
 ip address 192.168.104.174 255.255.255.0 
 ip access-group public in 
 ip nat outside 
 speed auto 
 full-duplex 
 no mop enabled 
! 
interface FastEthernet0/1 
 ip address 10.0.0.1 255.0.0.0 
 ip nat inside 
 duplex auto 
 speed 10 
! 
interface Serial0/1/0 
 no ip address 
 shutdown 
 clock rate 125000 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
 clock rate 125000 
! 
ip route 0.0.0.0 0.0.0.0 192.168.104.5 
! 
no ip http server 
ip nat inside source list 22 interface FastEthernet0/0 overload 
ip nat inside source static tcp 10.0.0.14 25 192.168.104.174 25 extendable 
ip nat inside source static tcp 10.0.0.2 443 192.168.104.174 443 extendable 
! 
ip access-list standard R0 
! 
ip access-list extended privee 
 permit icmp any any 
 permit tcp 10.0.0.0 0.255.255.255 any eq www 
 permit udp 10.0.0.0 0.255.255.255 any eq 80 
 permit tcp any any eq 443 
 permit udp 10.0.0.0 0.255.255.255 any eq domain 
 permit tcp 10.0.0.0 0.255.255.255 any eq domain 
 permit tcp 10.0.0.0 0.255.255.255 any eq smtp 
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 permit tcp any any eq 143 
 permit tcp any eq 443 any 
 permit tcp any eq 143 any 
 evaluate sortant  
 permit tcp 10.0.0.0 0.255.255.255 host 10.0.0.1 eq telnet 
 permit udp 10.0.0.0 0.255.255.255 host 10.0.0.1 eq snmp 
 permit udp 10.0.0.0 0.255.255.255 eq tftp host 10.0.0.1 
 permit udp any eq tftp any 
 permit udp any any eq tftp 
ip access-list extended public 
 permit tcp any any eq 443 
 permit ip any any reflect sortant 
 permit tcp any any eq 143 
 deny   ip any any log 
! 
control-plane 
! 
line con 0 
line aux 0 
line vty 0 4 
 password bonjour 
 login 
! 
scheduler allocate 20000 1000 
end 
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tar xzf nagios-version.tar.gz 
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adduser nagios 
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mkdir /usr/local/nagios 
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chown nagios.nagios /usr/local/nagios 
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/usr/sbin/groupadd nagcmd 
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�����
�''������
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�

/usr/sbin/usermod -G nagcmd apache 

/usr/sbin/usermod -G nagcmd nagios�
�
"�5���%�
	�������
�����
��)��	�����	�����������������������<�������
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�''���"%%%�������������������'������
��������������	����	�����	��������
����
�''�������%������C�
�
./configure --prefix=/usr/local/nagios --with-cgiurl=/nagios/cgi-bin--with-

htmurl=/nagios/ --with-nagios-user= nagios --with-nagios-group= nagios --

with-command-group= nagios  

�
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�'�����-��������������D������
����
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make all 

�
"�5���������������<���������������)�
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	'�����������������J�<�����
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make install 

�
"����������������
������&���������������P��
P�
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make install-init 

�
�
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htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin 

�
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[modules] 
;# NSCLIENT++ MODULES 
;# A list with DLLs to load at startup. 
;  You will need to enable some of these for NSClient++ to work. 
; ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! 
; *                                                               * 
; * N O T I C E ! ! ! - Y O U   H A V E   T O   E D I T   T H I S * 
; *                                                               * 
; ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! ! 
FileLogger.dll 
CheckSystem.dll 
CheckDisk.dll 
NSClientListener.dll 
NRPEListener.dll 
SysTray.dll 
CheckEventLog.dll 
CheckHelpers.dll 
; 
; CheckWMI IS AN EXTREM EARLY IDEA SO DONT USE FOR PRODUCTION ENVIROMNEMTS! 
;CheckWMI.dll 
; 
; RemoteConfiguration IS AN EXTREM EARLY IDEA SO DONT USE FOR PRODUCTION 
ENVIROMNEMTS! 
;RemoteConfiguration.dll 
 
[Settings] 
;# OBFUSCATED PASSWORD 
;  This is the same as the password option but here you can store the 
password in an obfuscated manner. 
;  *NOTICE* obfuscation is *NOT* the same as encryption, someone with 
access to this file can still figure out the  
;  password. Its just a bit harder to do it at first glance. 
;obfuscated_password=Jw0KAUUdXlAAUwASDAAB 
; 
;# PASSWORD 
;  This is the password (-s) that is required to access NSClient remotely. 
If you leave this blank everyone will be able to access the daemon remotly. 
password=toto 
; 
;# ALLOWED HOST ADDRESSES 
;  This is a comma-delimited list of IP address of hosts that are allowed 
to talk to the all daemons. 
;  If leave this blank anyone can access the deamon remotly (NSClient still 
requires a valid password). 
;  The syntax is host or ip/mask so 192.168.0.0/24 will allow anyone on 
that subnet access 
allowed_hosts=10.0.0.0/8 
; 
;# USE THIS FILE 
;  Use the INI file as opposed to the registry if this is 0 and the use_reg 
in the registry is set to 1  
;  the registry will be used instead. 
use_file=1 
 
[log] 
;# LOG DEBUG 
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;  Set to 1 if you want debug message printed in the log file (debug 
messages are always printed to stdout when run with -test) 
;debug=1 
; 
;# LOG FILE 
;  The file to print log statements to 
file=NSC.log 
; 
;# LOG DATE MASK 
;  The format to for the date/time part of the log entry written to file. 
;date_mask=%Y-%m-%d %H:%M:%S 
 
 
[NSClient] 
;# ALLOWED HOST ADDRESSES 
;  This is a comma-delimited list of IP address of hosts that are allowed 
to talk to NSClient deamon. 
;  If you leave this blank the global version will be used instead. 
;allowed_hosts= 
; 
;# NSCLIENT PORT NUMBER 
;  This is the port the NSClientListener.dll will listen to. 
port=12489 
; 
;# BIND TO ADDRESS 
;  Allows you to bind server to a specific local address. This has to be a 
dotted ip adress not a hostname. 
;  Leaving this blank will bind to all avalible IP adresses. 
;bind_to_address= 
 
 
[Check System] 
;# CPU BUFFER SIZE 
;  Can be anything ranging from 1s (for 1 second) to 10w for 10 weeks. 
Notice that a larger buffer will waste memory  
;  so don't use a larger buffer then you need (ie. the longest check you do 
+1). 
;CPUBufferSize=1h 
; 
;# CHECK RESOLUTION 
;  The resolution to check values (currently only CPU). 
;  The value is entered in 1/10:th of a second and the default is 10 (which 
means ones every second) 
;CheckResolution=10 
 
[NRPE] 
;# NRPE PORT NUMBER 
;  This is the port the NRPEListener.dll will listen to. 
port=5666 
; 
;# COMMAND TIMEOUT 
;  This specifies the maximum number of seconds that the NRPE daemon will 
allow plug-ins to finish executing before killing them off. 
command_timeout=60 
; 
;# COMMAND ARGUMENT PROCESSING 
;  This option determines whether or not the NRPE daemon will allow clients 
to specify arguments to commands that are executed. 
allow_arguments=0 
; 
;# COMMAND ALLOW NASTY META CHARS 
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;  This option determines whether or not the NRPE daemon will allow clients 
to specify nasty (as in |`&><'"\[]{}) characters in arguments. 
allow_nasty_meta_chars=0 
; 
;# USE SSL SOCKET 
;  This option controls if SSL should be used on the socket. 
use_ssl=1 
; 
;# BIND TO ADDRESS 
;  Allows you to bind server to a specific local address. This has to be a 
dotted ip adress not a hostname. 
;  Leaving this blank will bind to all avalible IP adresses. 
; bind_to_address= 
; 
;# ALLOWED HOST ADDRESSES 
;  This is a comma-delimited list of IP address of hosts that are allowed 
to talk to NRPE deamon. 
;  If you leave this blank the global version will be used instead. 
allowed_hosts=10.0.0.0/8 
; 
;# SCRIPT DIRECTORY 
;  All files in this directory will become check commands. 
;  *WARNING* This is undoubtedly dangerous so use with care! 
;script_dir=scripts\ 
 
 
[NRPE Handlers] 
;# COMMAND DEFINITIONS 
;# Command definitions that this daemon will run. 
;# Can be either NRPE syntax: 
;command[check_users]=/usr/local/nagios/libexec/check_users -w 5 -c 10 
;# Or simplified syntax: 
;test=c:\test.bat foo $ARG1$ bar 
;check_disk1=/usr/local/nagios/libexec/check_disk -w 5 -c 10 
;# Or even loopback (inject) syntax (to run internal commands) 
;# This is a way to run "NSClient" commands and other internal module 
commands such as check eventlog etc. 
check_cpu=inject checkCPU warn=80 crit=90 5 10 15 
;check_eventlog=inject CheckEventLog Application 
warn.require.eventType=error warn.require.eventType=warning 
critical.require.eventType=error critical.exclude.eventType=info 
truncate=1024 descriptions 
check_disk_c=inject CheckFileSize ShowAll MaxWarn=500M MaxCrit=4096M 
File:WIN=c:\ATI\*.* 
check_espace_docs=inject CheckFileSize ShowAll MaxWarn=1500M MaxCrit=2000M 
"File:WIN=C:\Documents and Settings\*.*" 
;# But be careful: 
; dont_check=inject dont_check This will "loop forever" so be careful with 
the inject command... 
;# Check some escapings... 
; check_escape=inject CheckFileSize ShowAll MaxWarn=1024M MaxCrit=4096M 
"File: foo \" WIN=c:\\WINDOWS\\*.*" 
;# Some real world samples 
;nrpe_cpu=inject checkCPU warn=80 crit=90 5 10 15 
command[nrpe_ok]=C:\NSClient++\scripts\ok.bat 
�
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###########################################################################
## 
# Sample NRPE Config File  
# Written by: Ethan Galstad (nagios@nagios.org) 
#  
# Last Modified: 03-09-2007 
# 
# NOTES: 
# This is a sample configuration file for the NRPE daemon.  It needs to be 
# located on the remote host that is running the NRPE daemon, not the host 
# from which the check_nrpe client is being executed. 
###########################################################################
## 
# PID FILE 
# The name of the file in which the NRPE daemon should write it's process 
ID 
# number.  The file is only written if the NRPE daemon is started by the 
root 
# user and is running in standalone mode. 
pid_file=/var/run/nrpe/nrpe.pid 
# PORT NUMBER 
# Port number we should wait for connections on. 
# NOTE: This must be a non-priviledged port (i.e. > 1024). 
# NOTE: This option is ignored if NRPE is running under either inetd or 
xinetd 
server_port=5666 
# SERVER ADDRESS 
# Address that nrpe should bind to in case there are more than one 
interface 
# and you do not want nrpe to bind on all interfaces. 
# NOTE: This option is ignored if NRPE is running under either inetd or 
xinetd 
#server_address=127.0.0.1 
# NRPE USER 
# This determines the effective user that the NRPE daemon should run as.   
 
allowed_hosts=127.0.0.1,10.0.0.2 
dont_blame_nrpe=0 
debug=0 
command_timeout=60 
 
connection_timeout=300 
 
# The following examples use hardcoded command arguments... 
 
command[check_users]=/usr/lib/nagios/plugins/check_users -w 5 -c 10 
command[check_load]=/usr/lib/nagios/plugins/check_load -w 15,10,5 -c 
30,25,20 
command[check_hda1]=/usr/lib/nagios/plugins/check_disk -w 20 -c 10 -p 
/dev/hda1 
command[check_zombie_procs]=/usr/lib/nagios/plugins/check_procs -w 5 -c 10 
-s Z 
command[check_total_procs]=/usr/lib/nagios/plugins/check_procs -w 150 -c 
200  
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